Web Services

A Study on Web Application Security Framework and Risk Control Policy
Under Web Services Environment
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English Abstracts

As the increasing dependency on information technologies, auditors are required to
disclose the information of financial statements at continuous basis in order to prevent
Internet fraud effectively. Web services resolve the communication problem so that the
interoperability issues of disparity EDP system can be addressed. This trend has leaded the
continuous auditing concept between CPAs and its auditees become possible. However,
companies’ confidential financial information is easily exposed on public websites when it
utilizes Web Services. Under the Web Services, SOAP (simple object access protocol)
contains limited security mechanisms in order to protect information’s confidentiality,
integrity and availability. Therefore, we would like to study on Web application security
framework and develop continuous review modules over the SOAP in order to monitor
intercompany’s transactions and network threats. In addition, past literatures have pay
attentions to firewalls, intrusion detection systems (IDS) and other security products.
However, it is also very important to address information security form management

perspectives and identify the security management to higher-risk area.

Keywords: Web Services, Accounting Information Systems, Computer-assisted Auditing Techniques
(CAATS), ContinuousAudit, Information Security
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